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Abstract. This paper examines the factors that motivate small states to acquire
Oﬀensive Cyberwarfare Capabilities (OCWC) and identiﬁes the circumstances
under which acquiring such capabilities is advantageous to a small state. First,
the paper will oﬀer a comprehensive analysis of the characteristics and limitations
of OCWC, arguing that military conﬂicts are unlikely to be won solely by cyber
weapons. Second, it analyses potential and likely uses of OCWC by small states
and how these may advance political objectives, as explained by conceptual
security models. Finally, the paper presents the ﬁrst iteration of an analytic frame‐
work designed to provide a customized estimate of the desirability of OCWC
acquisition for individual small states. The model is demonstrated by a case study
on a member of the Five Eyes intelligence network and quintessential small state:
New Zealand.
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1

Introduction

This paper examines the factors that motivate small states to acquire Oﬀensive Cyber‐
warfare Capabilities (OCWC) and identiﬁes the circumstances under which acquisition
would be beneﬁcial. Literature to date has tended to focus on cybersecurity rather than
cyberwarfare [1]. Accordingly, there is no analytical framework through which to
consider whether small states should invest in OCWC. Questions regarding cyber‐
weapon acquisition by small states will become increasingly important as they face
diﬃcult security investment choices due to the escalating costs of military platforms,
uncertainties about the capabilities of cyberweapons, and the perception that OCWC are
a low cost alternative to traditional military capabilities.
This paper ﬁrst oﬀers a comprehensive analysis of OCWC, based on a deﬁnition of
cyberwarfare that, building on existing literature, underscores how cyberwarfare is the
extension of policy via actions carried out through the increasingly militarized domain
of cyberspace to create kinetic eﬀects comparable to traditional military capabilities.
This analysis is complemented by an examination of the balance of power between
oﬀensive and defensive cyberwarfare, the limitations of OCWC, and the concept of
cyberpower, demonstrating that OCWC can neither win military conﬂicts unaided nor
alter fundamental principles of warfare. Second, it analyses the likely uses of OCWC
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by small states and the beneﬁts and risks such use may generate. This analysis begins
with a clarifying deﬁnition of the term ‘small state’, then continues with an examination
of potential uses of OCWC: warﬁghting, coercion, deterrence, and defense diplomacy.
This analysis is then reﬁned by an examination of how these uses of OCWC can advance
small state political objectives, as explained via multiple conceptual small state security
models.
Lastly, this paper presents the ﬁrst iteration of an analytic framework designed to
recommend whether a particular small state should acquire OCWC. The framework
begins by examining a small state’s key quantitative and qualitative characteristics,
along with its security and defense policies, military capabilities, and technical, ﬁnancial
and intelligence resources. This information is enriched by a consideration of the small
state’s ‘cyber-dependence’– the degree to which its economy, military, and government
rely on cyberspace, then a behavioral analysis of the state and its potential use of OCWC
under conceptual small state security models. The sum of this analysis is evaluated
against each category of potential OCWC use, resulting in predictive information
regarding the utility of OCWC to the small state in question and a recommendation on
the overall desirability of OCWC acquisition.

2

The Emergence and Characteristics of Oﬀensive Cyberwarfare
Capabilities

Cyberwarfare has become possible due to the advent of cyberspace, which despite its
importance, does not have a commonly accepted deﬁnition. Building on academic [2],
military [3] and policy [4] based deﬁnitions, this paper deﬁnes cyberspace as a notional
environment that consists of virtual and physical components. Its primary purpose is
the transfer, storage and manipulation of information. It is a human-made domain and
its existence relies on human-made objects and the energies of the electromagnetic
spectrum.
Cyberspace is the ﬁfth domain (after land, sea, air, and space) to be militarized. These
domains are interdependent; activities in one domain can create eﬀects in and through
one another [4]. Evidence of the escalating militarization of cyberspace can be seen in
strategic documents, increasing investment in OCWC, and how cyber-attacks on US
assets can now be considered to be of suﬃcient severity to warrant a traditional military
response [5]. Despite this, cyberwarfare remains a contested term [6, 7]. In this paper,
based on a synthesis of existing literature, cyberwarfare is deﬁned as an extension of
policy via the military exploitation of cyberspace to create kinetic eﬀects that approxi‐
mate the eﬀects of conventional weaponry. These eﬀects either constitute a serious threat
to a nation’s security, or are conducted in response to a perceived threat against a
nation’s security [6, 8, 9]. Accordingly, this paper deﬁnes Oﬀensive Cyberwarfare
Capabilities (OCWC) as cyberweapons possessed by military or para-military organi‐
zations who have the will and expertise needed to use them to create military-grade
kinetic eﬀects. The authors present these deﬁnitions in order to conceptualize this paper’s
use of OCWC.
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Several commentators [4, 10] believe that cyberwarfare strongly favors OCWC over
defensive cyber capabilities. Cyberspace, after all, is a target rich environment based on
network structures that privilege ease of use over security. Attacks can be launched
almost instantaneously; range and location are not limiting factors. There is rapid,
growth in the number of networks and assets requiring protection and numerous vulner‐
abilities within critical infrastructure [11]. There are also considerable technical and
legal diﬃculties that make accurate attribution of, and accurate and proportionate retal‐
iation to, cyber-attacks a fraught process [12]. Finally there is the low cost of creating
OCWC. Computer code is inexpensive to produce, and any cyberweapon released into
the internet can be adapted to form the basis of new weapons [13].
The established modality of oﬀensive cyber capabilities, however, are in question;
other commentators [13, 14] are less certain of the dominance of OCWC. For example,
cyber-dependence, the degree to which an attacker is dependent on cyberspace for func‐
tioning infrastructure, is crucial: increased cyber-dependence vis-a-vis an opponent will
reduce the eﬀectiveness of OCWC and increase vulnerability to retaliation. Uncertainty
also rules in cyberwarfare, as shown by the ‘dual use’ [9] nature of cyberweapons - they
can be captured, adapted and turned against their creators. Furthermore cyberattack
vectors are rarely direct, and actions taken by states accidentally targeted are a signiﬁcant
risk. Equally important is the concept of ‘escalation dominance’ [15]. As shown by yet
untested US policy, retaliation to a cyberattack need not be limited to cyberspace, but
could instead be delivered by more traditional military means. Moreover, while the speed
of a cyberattack may be near instantaneous, the preparation for large-scale, sophisticated
cyberattacks is considerable. The Stuxnet attack, for example, required expansive
espionage, industrial testing, sophisticated code, and clandestine delivery. Its creation
required the resources of a technologically sophisticated nation; it was not built over‐
night [13].
The above illustrates an argument made by Rid & McBurney [16]: “Maximizing the
destructive potential of a cyberweapon is likely to come with a double eﬀect: it will
signiﬁcantly increase the resources, intelligence and time required to build and deploy
such weapons – and more destructive potential will signiﬁcantly decrease the number
of targets, the risk of collateral damage and the coercive ability of cyberweapons.” While
this statement may seem in opposition to the low cost of creating cyberweapons; the
costs it emphasizes are related to targeting and deploying weapons, not creating them.
Advanced weapons must be targeted before they are developed. States must be certain
about the objective and target of cyberweapons – they cannot be easily retargeted to
meet unforeseen threats.
While OCWC have considerable destructive potential, they do have limitations.
Ultimately they are pieces of computer code that rely on exploiting vulnerabilities caused
by reliance on cyberspace [17]. They can attack vulnerable platforms and infrastructure
by manipulating computer controlled safety systems, or act as a force multiplier to
traditional military assets. These eﬀects, however, are always secondary – cyberweapons
cannot directly kill, injure, manipulate or destroy without a device to act through, nor
can they occupy and control territory. As such, conﬂicts are unlikely to be won in the
cyberspace alone.
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Regardless of their limitations, a signiﬁcant amount has been invested into the devel‐
opment of OCWC [4], and a signiﬁcant number of states ‘include cyberwarfare in their
military planning and organization’ [18], though reliable data on who possesses which
cyberweapons and the capability of these weapons is highly classiﬁed [12]. This secrecy
creates a broad spectrum of judgement concerning the threat posed by cyberweapons,
which varies from conservative [19, 20], to moderate [13], to catastrophic [21]. These
perspectives vary according to two factors: how much damage will accompany the
compromise of cyber-dependent platforms and the extent to which major disruptions to
state capabilities erode political will and can be exploited by traditional military force.
The growth of OCWC has seen some analysts [22, 23] explore the concept of
‘cyberpower’. In the context of warfare, ‘cyberpower’ is only a new source of power in
that it arises from a new military domain; it does not change the nature of power – the
capacity to modify the behavior of others while preventing others from aﬀecting one’s
own behavior [24]. Thus while it is important to identify what is new about cyberwarfare,
it should be emphasized that cyberwarfare will not replace other domains of warfare,
nor will it alter core principles of warfare, which remain subservient to political objec‐
tives.

3

Oﬀensive Cyberwarfare Capabilities and Small States

Before analysis can begin on small state acquisition of OCWC, it is necessary to identify
what the term ‘small state’ refers to. There has been no widely accepted deﬁnition of
what constitutes a small state; disagreements have hindered consistent use of the term
in literature [25, 26]. This has led to the rejection of the term [27] due to the relational
and contextual nature upon which any classiﬁcation of states into categories such as
‘small’, ‘medium’, or ‘large’ would rest. Modifying the work by Rickli [25], the char‐
acteristics that identify small states fall into three categories of measurement: quantita‐
tive, qualitative-behavioral, and qualitative-self-identiﬁcation. Quantitative measures
refer to quantiﬁable measures such as land area, population and Gross Domestic Product
(GDP). Qualitative-behavioral measures concern the behavior of a state within the
international system and qualitative-self-identiﬁcation measures focus on how a state
perceives its own identity.
For the purposes of this paper, the categorical tensions between quantitative, quali‐
tative-behavioral, and qualitative-self-identiﬁcation measures do not need to be
resolved. Nor is a single, essential deﬁnition of ‘small state’ required. Instead, drawing
on Wittgenstein’s concept of ‘family resemblance’ [28], the concept of a ‘small state’
can be deﬁned by possession of a suﬃcient number of overlapping characteristics – some
quantitative, some qualitative-behavioral, and some qualitative-self-identiﬁcation. No
one category of measurement is essential to the deﬁnition of small state. Thus in order
to analyze the acquisition of oﬀensive-cyber-warfare-capabilities, the determination of
state size can be made through a contextual and individualized examination of each state
in question. For example the same quantitative measures of a state – population,
geographic area, may indicate it should be considered as ‘small’. However, an advanced
economy, well developed military power, a history of exerting international inﬂuence
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and self-identiﬁcation as a regional power may mean that the state in question should
be considered ‘medium’, not ‘small’. This method of classiﬁcation is representative of
the information presented regarding the small state example that is presented in Sect. 4;
it is a foundational aspect of the analytical framework oﬀered in this paper.
To understand the beneﬁts derived from small state acquisition of OCWC, it is
necessary to understand how OCWC can be used. A non-exhaustive list of potential uses
include warﬁghting, coercion, deterrence, and defense diplomacy. As OCWC are
limited to secondary eﬀects they have limited uses in warﬁghting. Their most prominent
use is the disruption and manipulation of military Command, Control, Communications,
Computers, Intelligence, Surveillance and Reconnaissance (C4ISR) capabilities and the
compromise of civilian support networks. Attacks on civilian infrastructure remain an
option, and in the future attacks robotic military platforms are possible [29]. These tactics
have a number of dependencies. First, the conﬂicting parties must have comparable
military capabilities. Disrupting an opponent’s C4ISR will be of little use if they still
have the military superiority needed to achieve their objectives. Second, one state’s
disruption or destruction of another’s cyber-infrastructure is only eﬀective if they can
defend their own assets, or have the capability to act without these assets with a minimal
degradation in operational eﬀectiveness. Third, states must have the resources required
to deploy cyberweapons, which increase commensurate with the eﬀectiveness of
OCWC. Finally, cyberweapons usually rely on aggressive forward reconnaissance into
networks of potential adversaries – the weapons should be positioned before conﬂict
begins, which creates risks if an opponent discovers and traces a dormant cyberweapon.
A further risk is the unpredictability of OCWC. Once unleashed the course of these
weapons may ‘be hard to predict, control, or contain’ [14]. Unforeseen results may
undermine relationships [22] or spread to unrelated states who then take retaliatory
action.
Small state use of OCWC for coercion is similar to using them against state infra‐
structure in a warﬁghting scenario. It has the same dependencies regarding the relative
size and cyber-dependence of an opponent, and shares the same risk regarding weapons
acting in unforeseen ways. From a practical perspective, OCWC use for deterrence is
little diﬀerent from OCWC use for coercion. Both uses rely on the same aggressive
forward reconnaissance of a potential opponent’s network, so the diﬀerence between
them becomes a matter of intent, which is diﬃcult to prove. Another potential use of
OCWC is defense diplomacy, which focuses on providing forces ‘to dispel hostility,
build and maintain trust and assist in the development of … armed forces’ [30]. Activities
include training, bilateral and multilateral personnel exchanges, and joint military exer‐
cises. This could be expanded to encompass cyber-exercises conducted by military
cyber-specialists. Defence diplomacy can act as a deterrent, but is only eﬀective if rele‐
vant military capabilities are credible [31].
Having identiﬁed potential uses of OCWC, it becomes necessary to also identify
how they may advance the political objectives of small states. A small state’s political
objectives depend on its behavior and identity, both internally and in the international
system, which can be hard to quantify. Some predicative analysis, however, is possible
through the use of conceptual security models – especially if analysis is completed across
multiple models. Burton’s [1] literature synthesis argues that small state security policy
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can be grouped under the conceptual models of alliances, institutional cooperation, and
identity and norms. An alternative model emphasizes the two policy options of collab‐
orative inﬂuence or defensive autonomy [25]. Synthesis of these approaches creates four
models: alliances and collaborative inﬂuence, international cooperation and collabora‐
tive inﬂuence, identity and norms and collaborative inﬂuence, and identity and norms
and defensive autonomy. Each model may have a greater or lesser amount of explanative
power depending on the characteristics of the small state in question, but may provide
substantive indicators for directional decisions.
The alliances and collaborative inﬂuence model presents small states with persuasive
reasons to consider acquiring OCWC. This applies both to balancing behavior – joining
an alliance against a threatening state, and bandwagoning, entering into an alliance with
a threatening state [1]. The additional military resources provided by an alliance present
greater opportunities for the exploitation of vulnerabilities caused by OCWC. In the
event that a cyberweapon unwittingly targets a powerful third party, a small state may
be less likely to be subjected to blowback if they are shielded by a strong alliance.
Furthermore, OCWC may be a cost eﬀective contribution to an alliance; a powerful state
could even provide preferential OCWC procurement opportunities for a favored ally.
The institutional cooperation and collaborative inﬂuence model assumes that small
states can exert inﬂuence by strengthening international organizations, encouraging
cooperative approaches to security, and creating laws and norms to constrain powerful
states [1]. Small states acting under this model will favor diplomatic and ideological
methods of inﬂuence; and as such may be less likely to seek to acquire OCWC. Instead
it is more probable that they will attempt to regulate OCWC in a manner similar to the
restrictions on biological and chemical weapons, or by expanding current laws of inter‐
national warfare to explicitly include cyberweapons.
As previously noted, the identity and norms model can be adapted to the pursuit of
either collaborative-inﬂuence or defensive-autonomy. What is crucial to both variants
of this model is the analysis of a small state’s ‘security identity’, which grows from
perceptions of ‘past behavior and images and myths linked to it which have been inter‐
nalized over long periods of time by the political elite and population of the state’ [24].
This identity can be based around a number of disparate factors such as ongoing security
threats, racial homogeneity, and parochialism. A state’s security identity can lead it
towards a collaborative security approach or a defensive, autonomous position, aﬀecting
the desirability of OCWC acquisition. It is this key divergence point combined with the
above discussion that the authors present the acquisition framework in the next section.

4

Small State Acquisition of Oﬀensive Cyberwarfare Capabilities:
An Analytical Framework

The discussion and analysis oﬀered in the previous sections suggests that a universally
applicable recommendation on whether small states should acquire cyberweapons is not
practical. The parameters of this decision depend too heavily on the behavior and identity
of each particular small state and the scope of these attributes is too great to make
universal pronouncements. Rather what is suggested is an analytical framework to
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Fig. 1. OCWC acquisition framework

provide a customized evaluation of whether a particular small state should acquire
OCWC. The ﬁrst iteration of such a framework is provided below in Fig. 1.
Each step will be explained by a purpose statement, then demonstrated through a
case study of New Zealand, chosen because it is both widely perceived as and selfidentiﬁes as a small state [32]. Ideally each step of the framework would be collabora‐
tively completed by a group representing a variety of viewpoints from diﬀerent govern‐
ment entities and academic specialties. There is the potential for a much more detailed
evaluation than that presented, which has been condensed for brevity.
Step One – Identify foundational small state characteristics
Purpose: To identify key characteristics of the small state, under the categories of
quantitative, qualitative-behavioral, and qualitative-identity. The starting point for
determining these characteristics are the identifying measures that allow a state to be
deﬁned as ‘small’.
Quantitative: New Zealand has a small population (approximately 4.5 million), a small
GDP (approximately 197,000 million), and a small land area [33]. It is geographically
isolated, bordering no other countries.
Qualitative-Behavioral: New Zealand practices an institutionally focused multilateral
foreign policy [34]. It is a founding member of the United Nations and was elected to
the Security Council for the 2015-2016 term after running on a platform of advocating
for other small states. It participates in multiple alliances and takes a special interest in
the security of the South Paciﬁc [35].
Qualitative-Identity: New Zealand’s self-identity emphasizes the values of fairness,
independence, non-aggression, cooperation, and explicit acknowledgement of its status
as a small state [32]. Its security identity is driven by a lack of perceived threat [36] that
sometimes allows New Zealand to make security decisions based on principle rather
than practicality. This was demonstrated by the banning of nuclear armed and powered
ships within New Zealand waters, and its subsequent informal exclusion from aspects
of the ANZUS Treaty. Despite reduced security, however, domestic opinion strongly
supported the anti-nuclear policy [37], which, along with support for non-proliferation
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and disarmament, has strengthened the paciﬁstic elements of New Zealand’s national
identity.
Step Two – Identify resource availability and policy alignment for OCWC development,
deployment, and exploitation
Purpose: To identify: how OCWC use aligns with current security and defense policies;
whether the small state has the military capabilities to exploit vulnerabilities caused by
OCWC deployment (against both military and civilian targets); and whether the small
state has the intelligence and technical resources needed to target, develop and deploy
OCWC.
In key New Zealand defense documents [35, 36, 38], mentions to the cyber-domain
primarily refer to defense against cyber-attacks, with only two references to the appli‐
cation of military force to cyberspace, and no mention of acquisition of OCWC. New
Zealand’s defense policy has focused on military contributions to a safe and secure New
Zealand, a rules-based international order, and a sound global economy. As the likeli‐
hood of direct threats against NZ and its closest allies is low, there has been a focus on
peacekeeping, interoperability, disaster relief, aﬀordability, and maritime patrol. New
Zealand’s military is numerically small (11,500 personnel including reservists) with low
funding (1.1 % of GDP). Military capabilities include deployable ground forces, logistic
capabilities, C4ISR, and limited but credible combat capabilities [35]. Because of its
current lack of oﬀensive focus, the New Zealand military lacks the ability to exploit
vulnerabilities caused by the successful use of OCWC.
New Zealand is a member of the ‘Five Eyes’ intelligence network, and as such has
access to a much greater range of intelligence [1] than most small states, which can be
used to increase its ability to target and deploy OCWC. It has a modern Signals Intelli‐
gence (SIGINT) capability, housed by the civilian Government Communications
Security Bureau (GSCB), which also has responsibility for national cybersecurity. It
most likely has the technical capability to adapt existing cyberweapons or develop new
ones, particularly if aided by its allies. Due to ﬁscal constraints, however, any additional
funding for OCWC will most likely have to come from the existing defense budget [35]
and thus result in compromises to other capabilities.
Step Three – Examine small state cyberdependence
Purpose: To examine the small state’s reliance on cyberspace for its military capabil‐
ities and critical infrastructure, and its relative cyberdependence when compared to
potential military opponents.
New Zealand has moderate to high cyberdependence, with increasing reliance on
online services and platforms by individuals, organizations, military forces, and other
government entities. This dependence will likely increase over the next few years. For
example, the acquisition of additional C4ISR capabilities and initiatives to increase
military adoption of netcentric warfare principles [36] will create new vulnerabilities.
New Zealand’s cyberdependence is further increased by limited cybersecurity expertise
[1]. New Zealand does not have obvious military opponents so its relative level of
cyberdependence is diﬃcult to calculate.
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Step Four – Analyze degree of state behavior alignment and OCWC support for each
conceptual security model
Purpose: To identify the extent to which the small state’s behavior aligns with each
security model (high, medium, or low) and the extent to which OCWC would support
or detract from the eﬀectiveness of state behavior under each security model.
Alliances and Collaborative Inﬂuence: New Zealand maintains a close military alliance
with Australia and is a member of the Five Power Defence Arrangement. New Zealand
has also recently signed cybersecurity agreements with NATO and the UK [1]. The
alliances above have focused on security and mutual defense, rather than oﬀensive
capabilities. New Zealand does however, have a policy of complementing Australian
defense capabilities [36]. This could be achieved through the acquisition of OCWC, so
long as this was closely coordinated and integrated with the Australian military. State
Behavioral Alignment: Medium/High
International Cooperation and Collaborative Inﬂuence: New Zealand usually pursues
a multilateral foreign policy approach and is a member of multiple international organ‐
izations. It has a long history of championing disarmament and arms control [34], which
conﬂicts with the acquisition of new categories of oﬀensive weapons. State Behavioral
Alignment: High
Identity and Norms and Collaborative Inﬂuence: With regard to collaboration, New
Zealand’s identity and norms strike a balance between practicality and principle. It
wishes to advance what it regards as important values, such as human rights and the rule
of law [32]. It however, still wishes to work in a constructive and practical manner.
Procurement of OCWC is unlikely to advance this model. State Behavioral Alignment:
Medium
Identity and Norms and Defensive Autonomy: Despite its multilateral behavior, NZ
takes pride in maintaining independent views on major issues [32]. Its isolation and a
lack of major threats has allowed it to retain a measure of autonomy in its defense policy
and maintain a small military. Its independent and paciﬁstic nature suggest that OCWC
acquisition could be controversial. State Behavioral Alignment: Low/Medium
Step Five – Analyze beneﬁts, feasibility and risk for each category of OCWC
Purpose: To identify the beneﬁts, feasibility, and risk of acquiring OCWC based on
each category of potential use, as shown in Fig. 2, then to analyze this information against
the degree of OCWC support for diﬀerent security models in step four, as shown in
Fig. 3. This results in a ranking of the beneﬁts, feasibility, and risk under each combi‐
nation of OCWC use and small state security model, as well as an overall recommen‐
dation for OCWC acquisition under each security model and OCWC use.
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Fig. 2. OCWC beneﬁts, feasibility and risk matrix

The authors accept that the rankings above are subjective in nature and require addi‐
tional subject matter expertise and collaborative methods before they are relied upon by
policy oﬃcials. They are oﬀered in this spirit.
Step Six – Recommended OCWC acquisition strategy
Purpose: To summarise key ﬁndings, recommend if a small state should acquire
OCWC, and identify the next steps advising how the framework’s output should be used.
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Fig. 3. OCWC acquisition matrix: New Zealand

Key Findings: New Zealand is unlikely to reap signiﬁcant beneﬁts from the acquisition
of OCWC. This is due to its limited military capabilities, multilateral foreign approach,
extensive participation in international organizations, and paciﬁstic security identity.
The most likely factors to change this evaluation and increase the beneﬁts of OCWC
acquisition would be an increased focus on military alliances, the emergence of more
obvious threats to New Zealand sovereignty, and a changing security identity.
Recommendation: It is recommended that New Zealand does not acquire OCWC at
this time.
Next Steps: The output of this framework can be incorporated into relevant defense
capability and policy documents. If the framework had recommended the acquisition of
OCWC, then its output could be used to inform speciﬁc strategic, operational, and thus
system requirements for OCWC. These capabilities could then be analysed under a
standard return on investment business case model, in which a more detailed analysis
of beneﬁts, costs, and risks would allow an appropriate course of action to be decided
in a transparent and ﬁscally responsible manner.
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Conclusions

Recent analysis of cyberwarfare has been dominated by works focused on waning Amer‐
ican hegemony, a rising China, Russian revanchism, and, growing cyber-bellicosity from
rogue states and non-state actors. While not questioning the importance of these geopolit‐
ical trends, this paper shifts analysis to a relatively unexplored area – the factors that moti‐
vate a small state to acquire OCWC and the conditions under which acquisition would be
beneficial. It offers a definition of cyberwarfare that focuses on its political and kinetic
nature, complemented by analysis that challenges overestimation of OCWC. This is
achieved through an exploration of the limitations of OCWC and the concept of cyber‐
power, arguing that OCWC can neither win military conflict unaided, nor alter principles
of warfare. Second, it analyses both theoretical and likely uses of OCWC by small states.
It argues that definitional tensions regarding the term ‘small state’ can be resolved by a
definition that relies on the overlapping, qualitative and quantitative properties that are
demonstrative of its identity and behavior. The paper then turns analyzes four categories of
potential OCWC use, which are examined with regard to their potential to advance small
state political objectives, as explained via multiple conceptual small state security models.
Having concluded that a universally applicable recommendation on whether small
states should acquire cyberweapons is not possible, this paper instead presents an
analytic framework designed to produce individualized recommendations on whether a
particular small state should acquire OCWC. The framework has been demonstrated by
a case study on a quintessential small state – New Zealand. It began with an analysis of
the quantitative and qualitative characteristics that could be used to identify New
Zealand as a ‘small’ state, followed by an examination of its security and defense poli‐
cies, military capabilities, and technical, ﬁnancial and intelligence resources. This was
augmented by consideration of the extent of New Zealand’s ‘cyber-dependence’ and a
behavioral analysis of New Zealand and its potential uses of OCWC under small state
security models. The results of this analysis have been assessed against each category
of potential OCWC use, resulting in predictive information regarding the utility of
OCWC and the overall desirability of OCWC acquisition. The framework demonstrates
that New Zealand, with its limited military capabilities, absence of direct threats, insti‐
tutionally focused foreign policy, and paciﬁstic security identity, is unlikely to beneﬁt
from the acquisition of OCWC at this time. This result, however, is unique to New
Zealand; further small state examinations will enhance the OCWC acquisition frame‐
work oﬀered as well as its utility in this decision process. The spectrum of small state
behavior and identity is far-reaching; each small state must examine its own circum‐
stances to determine whether the acquisition of OCWC will allow it to advance its own
national security interests.
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